~ TONG CONG TY BIEN LUC- TKV CONG HOA XA HQI CHU NGHIA VIET NAM
CONG TY NHIET PIEN CAM PHA-TKV Pijc lap-Ty do-Hanh phiic

Sé: $/7 /NDCP-KHDTVT Cém Pha, ngay A% thdng 04 ndm 2024.
V/v bao gia thié[: bi va d'ich vu k¥ thuit Dy ép Piu tu
cai tao, ndng cap hé thong Scada NMND Cam Pha

Kinh gtri: Quy Cong ty va cac nha cung cép c6 quan tim.

Cong ty Nhiét dién CAm Pha - TKV (CDT) xin gti Quy don vi 10i chao tran
trong va hop tac.

Cian ¢t nhu ciu lap du an “Piu tu cai tao, ning cé‘ip hé théng Scada NMND
Cam Pha”.

CDT kinh @& nghi Quy don vi quan tdm tham gia khao sat va chao gia chi phi
thiét bj va dich vu k¥ thuat ciia du 4n nhu sau:

I. Tén hang hoéa, dich vu s6 lwgng, quy cach (Nhu phu luc s6 01 dinh kem)

IL. Chét lwong, nguén gbc, xuat xir:

+ Hang hoa phai méi 100%, chua qua st dung, ding quy céch, ky ma hi¢u, dap

ung dung yéu ciu k¥ thuat. Hang héa cung clp ¢o ngudn gdc, xuét xir rd rang, hop
phap, co gidy to chimg minh ngudn goc, xudt xt va chit luong san phdm khi giao
hang.

+ Thiét bi va dich vu ky thuat bao gi4 phai dap (mg co ban céc théng tin md ta
phuong 4n k§ thuét néu tai Phu luc s6 02 dinh kém.

+ Nha thiu c6 thé chio gia giai phap thay thé hodc chao gid thiét bi tuong
duong.

I11. Yéu céu:

Céc bao gia ctia cac nha cung cép duoc ghi rd rang, diy du thong tin nhu: tén
thiét bi, thong s6 ky thudt, ma hiéu san phdm, hang san xudt, xuat xt, céc diéu kién
thwong mai, van chuyén, lép dat, cai dat, tich hop hé théng, bao hanh, hd trg bao tri,
thué va cac loai phi di kém (néu c6) va c6 kém theo céc tai liéu chig nhén quan hé
d6i tac v6i Nha san xut thiét bi (gidy phép ban hang, gidy Gy quyén hodc tai liéu khac
¢ gia tri tuong duong)

Luwu y: Bdo gid phai do dai dién hop phdp cua nha cung cap ky tén va déng
ddu, truong hop ky thay thi nguoi ky phai dwoc iy quyén ciia nguoi dai dién hop phdp
cua nha cung cdp kém theo gidy uy quyén, quyét dinh giao viéc hodc van ban tuong
duong.

Bao gia gtri thu chuyén phat nhanh hodc ndp truc tiép (c6 email kém theo) tai:




+ Phong Ké hoach — PAu tu — V4t tw — Céng ty Nhiét dién Cam Pha - TKV

+ Dia chi: Td 4, khu 4A, P. Cim Thinh, T.p Cidm Ph4, T. Quéang Ninh.

+ Dién thoai: 02033 731 030

+ Email: Campha.dtk@gmail.com

+ Cén bo phu trach: T6 Thi Phuong Thuy, dién thoai: 0946 080 689

+ Cén bd phu trach k¥ thuét: b6 Durc Duy, dién thoai: 0981 969 556

+ Thoi gian nhén bdo gid cham nhét trude 16:30 ngay 22/4/2024.

Cong ty Nhiét dién CAm Pha - TKV rat mong nhin dugc sy hop tac cua Quy

don vi.
Tran trong! Eyé

Noi nhian:
- Nhu trén;
- Trang Web TCTPL-TKV (déng tai),

Trang Web TKV (déng tai);
Giam dbc (Ecopy, b/c);
Phong KTAT (Ecopy);

Luu VT, PKHDTVT, TTPT.
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Phu luc s6 01: Yéu cau bao gia

Du an dau tu cai tao, pﬁng cép hé théng Scada NMNP Cam Pha
(Dinh kém cong vin so: §o!7 /NDCP-KHDTVT ngay A% /4/2024)

o et e g SLRLTG Nha sén Pon | So s
Stt Tén thiet bi/cum thiét bi Thong so ki thuat A £ . Ghi chu
xuat/Xuat xir vi lwgng
I | Thiét bi truyén din
E1 interface:
+ ITU-T G703
+ Trd khang: 120 Ohm
+ Giao dién: RJ45
+ Tbc d6 2,048 Mbps + 50ppm
+ M4 dudng truyén: HDB3
+ 86 cong E1: > 4
FE interface
+ IEEE 802.3 and 10/100 Base-TX
+ Ché d6 1am viéc: Auto-negotiation
+ Giao dién: RJ45
B converter E1/FE PC- + S0 cong FE: >4
1 | C200B hoic twong duong: Théng s& Ethernet Bo 4

+ Dung lugng bang dia chi MAC: 1024
+ MAC aging time: 5 phut
+ Do dai khung t6i thiéu: 64 bytes
+ Do dai khung t6i da: 1916 bytes
+ Ché do 1am viéc: HO tro auto-negotiation theo
chuan IEEE802.3u
+ VLAN: c6 thé cdu hinh VLAN
+ Flow control: enable default
+ Bang thong: nxE1 (n=0~4). Default 4xE1 =
. 8Mbps
Ngudn: 48VDC
Cong sut tiéu thu: <50W.
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Router (Cisco
ISR4331/Cisco hoic tuong
duong) + module SFP:

Cong WAN/LAN: > 3 port Giga Ethernet 10/100/1000.
Cdng SFP: 2 port SFP Giga Ethernet.
B nha:
+ DRAM: > 4GB.
+ Flash: > 4GB.
H5 tro cac khe cim mé rong:
+ NIM slot: > 2
+ SM slot: > 1
Cong quan ly mang: 01 10/100/1000 RJ-45 ethernet port
Cébng console:
+01 USM mini Type B (up to 115.2 kbps).
+ 02 Serial console port - RJ45 (up to 115.2 kbps)
Throughput: > 100 Mbps
Kha nang dinh tuyén: Static, RIP v1/v2, OSPF v2, BGP,
IS-IS, DVMRP, IGMPv3.
Co cac chire nang: QoS, Policy-Based Routing (PBR),
GLBP/VRRP/HSRP, ACL, ipv4, ipv6 ...
Hb tro cac thuit toan ma hoa: MDS, SHA, SHA-256,
SHA-384, SHA-512
Giao dién quan tri: Cung cip kha ning quan 1y qua giao
dién telnet, CIi.
Dién 4p lam viéc/tan sé: 100 to 240 VAC (50/60 Hz ).
Dai nhiét do hoat dong: -5° t&i 45°C
Do am: 10% dén 90%, khong ngung tu.

Switch (WS-C2960X-24TS-
L hodc tuong duong):

- Kiéu gin: Rack-mountable-1U

E Céng: 24 x 10/100/1000 + 2 x 1G SFP

- Giao dién quan ly mang: 10/100 Mbps Ethernet (RJ-
45)

- Chuyén tiép bang thong (Gbps): 50 Gbps

- Cng diéu khién: USB (Loai B), Ethernet (RJ-45)

- Tiéu chuén tuan thu: Chuan IEEE 802.1D Spanning
‘Tree, Uu tién IEEE 802.1p CoS, IEEE 802.1Q VLAN,
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IEEE 802.1s, IEEE 802.1w, IEEE 802.1X, IEEE
802.1ab (LLDP), IEEE 802.3ad, IEEE 802.3af va
IEEE 802.3 Tai, IEEE 802.3ah (100BASE-X don / da
chi soi), IEEE 802.3x full duplex trén cac cong
10BASE-T, 100BASE-TX va 1000BASE-T
- Dai dién 4p (tu dong): 110 - 240VAC
- Cong sudt tiéu thu dién: 0.035KVA

- Kich thuée (W x D x H): 44.5x27.9x 4.5 cm

IP Phone hotline (IP Unify
OpenStage 15 HFA hoédc
tuong duong):

- Am thanh bang rong;

Hb tro bing rong (codec G.722, tuan theo TIA 920), bao
gém dién thoai cam tay, tai nghe va loa ngoai .

Man hinh 5 inch, d§ phan giai cao (320 x 222).

- Loa ngoai: Tinh nang khir tiéng vong 4m thanh.

- Tuy chon cdu hinh:

Viéc gan dia chi IP c6 thé duogc cu hinh tinh hodc duoc
cAu hinh thong qua may khach DHCP.

- Giao dién Ethernet: B chuyén mach Cisco Ethernet 2
cdng bén trong cho phép két ni truc tiép v6i mang
Ethernet 10/100BASE-T thong qua giao dién RJ-45 véi
két ndi mang LAN don cho ca dién thoai va PC duoc
dat tai chd. Quan tri vién hé théng co thé chi dinh cac
VLAN riéng biét (802.1Q) cho PC va dién thoai, gitup
cai thién tinh bao méat va dg tin ciy cua luu luong thoai
va dir liéu.

- Két ndi dugce véi phan mém ghi am Hotline

Ngudn dién: By chuyén dbi AC

Switch cong nghiép EDS-
5 208A hoac twong duong

- Switch c6ng nghiép 8 cong Ethernet.
- Céc tinh nang:
+ 10/100BaseT(X) (RJ45 connector), 100BaseFX
(multi/single-mode, SC or ST connector)
- Céc tiéu chuén va giao thirc:
+ IEEE 802.3 for 10Base-T
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+ IEEE 802.3u for 100Base-TX and 100Base-FX
+ IEEE 802.3x for Flow Control

- Ngudn cip: 12 — 48 VDC.

- Nhiét d6 hoat dong: -40 to 75°C

Bo Converter Serial
NP314T hoac tuong duong

- 2 cdng Ethernet 10/100M

- 4 cong RS232

- 4 cdng RS485/422

- RS-232 Signal: TXD, RXD, RTS, CTS, DTR, DSR,
GND

- RS-422 Signal: T+, T-, R+, R-, GND

- RS-485 Signal: D+, D-, GND

- Céc chuén va giao thirc (Protocol): TCP, UDP, ARP,
ICMP, DHCP, DNS.

- Ngudn cip: 12-48VDC

Bo

Converter O/E

- 4 cdng Ethernet, 4 cong quang.
- Céc tiéu chuén va giao thic:
+ IEEE 802.3 for 10Base-T
+ IEEE 802.3u for 100Base-TX and 100Base-FX
+ IEEE 802.3x for Flow Control
+ IEEE 802.1D-2004 for
Spanning Tree Protocol
+ IEEE 802.1w for Rapid Spanning Tree Protocol
+ IEEE 802.1Q for VLAN
+ IEEE 802.1p for CoS
— Ngudn cép: 12 — 48 VDC.
— Nhiét d6 hoat dong: -40 to 75°C

Ta Rack

(19"/42U, ¢6 canh trude/sau, 02 thanh ngudn x 6 8)
W800mm x H2100mm x D1000mm

Ta

Cap quang ngoai troi

- 8 Core

- Puong kinh ngoai: 125.0+£0.1 pm
- Waveband: 850 nMm

- P9 suy hao: 3.0 dB/1km

1000
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Vit tu phu kién:

(Card mang Lan, nguén mét chiéu, aptomat, bd chuyén
doi, cap mang, cap tin hiéu, cap nguon....)

Goi

Ii

Thiét bi gateway va thiét bi

May tinh Gateway

- May tinh Workstation

- CPU: Intel Xeon (3GHz upto 4,7GHz, 8 Cores 8
Threads, 12MB Cache) hoac twong duong

- RAM: 16GB (2x8GB) DDR4 2666MHz

- O cimg: 256GB Solid State Driver

- VGA: NVIDIA GeForce GT 730 2GB GDDRS5

- Man hinh LCD Dell (hoic twvong duong nhim déng bd
thiét bi)

- Tich hop phin mém ghi 4m Hotline A0, A1

- Window Pro 10/11 64 bit license

Chay du  phong
Redundant PRP hoac
Hot-Stanby.

Phan mém iControl Scada

- Giao thire ho tro: IEC 60870-5-101, Modbus RTU,
Modbus TCP/IP, IEC60870-5-103, 104.

- Lap trinh PLC theo IEC 61131-3

- Chay song song trén 2 mdy Gateway.

Firewall (Tofino-Xenon hodc
tuong duong)

- Cong két ndi: 2 x 100BASE-TX
- Giao dién hd trg:

+1 céng USB dé céu hinh tu dong

+ 1 digital input
- Ngudn cép: 12 to 48 VDC
- Phian mém: Phin mém Tofino Configurator di kém
chay trén nén tang Winl0, Winl1 hodc WinServer
2019, 2022.
- Tinh néng: Bao mat layer 2, 3 cho céc giao thirc
SCADA

Hr

Hé théng ngudn cz’ip

Bd ngudn

SMPS 2000H (220VAC/48VDC) hodc tuong duong

b2

Bo dicéu khién giam sat

thong s nap CU2000H hodc twong duong
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IV

Phan mém

Module phian mém két ndi
mdy tinh Gateway véi hé
théng Server/Gateway cua
nha may thong qua giao thirc
IEC 60870-5-101

Goi

Module phin mém khai béo
license IEC60870 - 5 - 101
cho Gateway iControl

Goi

Module phin mém khai bao
tag dit liéu theo chuén
IEC60870 - 5 — 101 trén may
tinh Gateway

Goi

Module phan mém khai béo
license IEC60870 - 5 — 104
cho Gateway iControl.

Goi

Module phan mém két néi
truyén thong IEC60870-5-
104 véi Gateway iControl.

Goi

Module phan mém chuyén dix
licu IEC 60870-5-101 sang
IEC 60870-5-104 tai may tinh
Gateway

Goi

Module phin mém chuyén
doi cong COM sang coOng
LAN tai may tinh Gateway

Goi

Module phin mém khai bao

cac tag dir ligu IEC 60870-5-
104 tai nha mdy di 2 trung
tdm diéu do

Goi

dir liéu IEC104 tai cac trung

Goi




Ta

Stt | Tén thiét bi/cum thiét bi Théng s6 ki thuit paaan | But 80 Ghi chi
) xuat/Xuat xwr vi lrong
tdm diéu do AC, Al
1.2. Dich v k¥ thuit (bao gdbm nhung khong han ché nhw bang dudi day)
Stt Noi dung cong viéc bvt | Slg Ghi chu

I | Cong viéc lap dit, cAu hinh va hiéu chinh thiét bi

1 | Lip dat may tinh Gateway mdi tai phong théng tin tram 220kV Tl;l:et 2
2 Lép dat converter E1/FE (2 b0 tai nha may; 1 bd tai 11 Ctra Bic; 1 b tai 18 Tran Nguyén Han) T}tl)liet 4

B sikiot v 5% 5 g S | Thiét
3 Lap dat thiét bi bao mat firewall (tai nha may) bi )
4 | Lép dit thiét bi Router (tai nha may) Tl;"t 2
5 | Lap dat thiét bi Switch (tai nha may) T{;‘ft 2
. u‘..‘ = S — MT‘.AAL‘;fffﬁ :” SR—— wm-mm.‘..‘ ‘ S ‘ ) Thi'ét

6 | Lap dat dién thoai IP Hotline (tai Phong DKTT - Nha may) bi 4
7 | Lép dat thiét bi Switch cong nghiép Tg‘i‘”’t 2
8 | Lip dat thiét bj Converter O/E el
9 Lép dit thiét bi Serial Converter T};iet 1
10 | Lip dat thiét bi phu trg, kéo cap mang, di day, diu ndi Goi 1
11 | Lap dat ta Rack Tu 1
12 | Lip dat bd ngudn Bo 8
13 | Lap dat bo giam sat 2




Ste : Ngi dung cong viéc bvt | S.lg Ghi chu
14 | Kiém tra toan b hé théng e 1
thong
I | Cai dit, cAu hinh thiét bi
1 Cai dat phan mém iControl trén may tinh Gateway Goi 2
) Cau hinh 4 bo Converter E1/FE (2 bd tai nha may, 1 bo tai 11 Cira Béc, 1 bo tai 18 Tran Nguyén - x
Han)
3 | Cduhinh 2 bd Router dudng di A0, Al Goi 2
4 | Chu hmh 2 bo Sw1tch duong di A0, Al Goi 2
5 | Chu hmh 2 thlet bi bao mat firewall di A0, Al Goi 2
6 CAu hinh thiét bi dién thoai IP Phone di A0, Al Go1 4
7 Cau hmh hiet bi Converter O/E Goi 2
8 Goi 1
9 | Cauhinh két ndi may tinh Gateway véi hé thong DCS dé lay tin hiéu SCADA thl;lrelg 1
=
10 Céu hinh céc kénh truyén thong két ndi vat ly théng 1
11 | Cauhinh két ndi tin hiéu (tdng s6 tin hiéu SCADA - Theo datalist SCADA ciia nha may) Goi 1
Kiélp tra, hiéu chinh va chuin hoa tin hiéu trén GW (téng 36 tin hiéu SCADA)
|- Ki{:m tra, hiéu chinh gia’l’ tri tin hi€u G6i 1
~ | - Kiém tra, hi€u chinh chat lugng tin hi¢u :
- Klem tra, hiéu chinh Timestamp tin hi¢u
Cau hinh va xdy dung co s¢ dif liéu tin hiéu theo giao thuec IEC104 gm vé cac Trung tim diéu do g s
13 A0, Al Goi 2
14 7Kha1 bao, cau hinh va xay dung co s& dit liéu (A0, Al khai bdo, cAu hinh hé théng SCADA Géi 5
" |IEC104 tai dau A0, A1) | I il o NI
IIT | Cong viéce thit nghiém va hiéu chinh
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+ Kiém tra, so sanh tin hiéu tai hé théng SCADA ctia A0 va cac tin hiéu da gia lap.

Kiém tra cac gia tri do ludong Al

Gia 1ap lan heot 05 gia tri bao gdm 01 gia tri nho nhét, 03 gia tri ngau nhién, 01 gia tri 16n nhat d6i
v6i tirng tin hiéu do luong Al tai hé théng Gateway;

Kiém tra, so sanh tin hiéu tai h¢ théng SCADA ciia A0 va cac tin hiéu da gia lap.

| - Kiém tra phan diéu khién thuc hién Iénh diéu khién qua thiét bi kiém tra:

Stt Noi dung cong viée bvt | S.g Ghi chu
) Xéy dung Thiét ké ky thuat thi cong va lap ho so thoa thuén (dinh kém vin ban thoa thudn va xac Goi 1
| nhan cta Trung tim Diéu d6 HTP Quéc Gia A0).
Xay dung thiét ké ky thuat thi cong va lap ho so thoéa thuan vién thong (dinh kém vin ban xéc .
2 Goi 1
nhén két qué kiém tra kénh vién thong).
- Kiém tra thir nghiém két n6i hé thong Server/Gateway dén may tinh Gateway moéi theo giao thire
IEC 60870-5-101.
- Kiém tra két ndi giao thirc tir Server/Gateway dén ciac may tinh Gateway méi
- Kiém tra céc tin hiéu SDI, DDI:
Gid 14p tin hiéu trong tng v6i danh sach dir liéu SCADA da dugc thdng nhit;
Kiém tra, so sanh tin hidu tai Gateway va céac tin hiéu da gia lap.
3 - Kiém tra cac gia tri do ludng Al ) N ] Goi 1
Gialap lan luwot 05 gi4 tri bao goém 01 gia tri nho nhat, 03 gia tri ngau nhién, 01 gia tri I6n nhat
ddi véi timg tin hiéu do luong Al tai hé théng DCS;
- Kiém tra, so sanh tin hiéu tai Gateway va cac tin hiéu da gia lap.
- Kiém tra phan diéu khién thyc hién I¢nh diéu khién qua thiét b kiém tra:
+ Gia lap tin hiéu didu khién: Pong hoac m¢ d6i v6i may cit, dao cach ly,ting hodc giam nac
phan 4p may bién ap, Gia tri dit cong suit (MW/MVAr) va dién ap dau cuc (kV) dbi véi to may
phat dién, va xac nhan Gateway da nhan diing va du céc tin hiéu dleu khién.
Thur nghiém ghép ndi SCADA (End - to - End) theo chudn két ndi IEC 60870 - 5 - 104 vé Trung
tam Diéu do Quoc gia (A0)
- Kiém tra két ndi giao thic tir Gateway dén hé théng SCADA tai Trung tdim Piéu do Qudc gia
(A0) (Pinh kém bién ban kiém tra)
- Kiém tra céc tin hiéu SDI, DDI:
g |7 Gié lap tin hiéu trong Gng v6i danh sach dir liéu SCADA di duge thong nhat tai Gateway:; Goi 1




Stt N6i dung cong viée Pvt | S.lg Ghi cha
+ Gia lap tin hiéu diéu khién: Pong hodc mo doi v6i may cit, dao cach ly,tang hodc giam nac
phan ap mdy bién ap, Gia tri dit cong sudt ( (MW/MVAr) va dién ap dau cuc (kV) déi v6i td may
phat dién tai Gateway, va xac nhan tai h¢ thong SCADA ctia A0 di nhén ding va du cac tin hiéu
diéu khién.
+ Bién ban nghiém thu End to End gitta Don vi quan Iy vén hanh h¢ théng SCADA trung tam la
Trung tdm Piéu do HTD Quéc Gia A0 va don vi nha Thau thi cong cong cung Chu dau tu.
+ Bién ban xac nhan hoan thién két ndi céc tin hieu SCADA NMND C4m Pha sau khi chuyén déi
; sang giao thirc IEC608104-5-104 v6i Trung tdm Diéu d6o HTP Quo» Gia.
Thir nghiém ghép ndi SCADA (End - to - End) theo chuan két ndi IEC 60870 - 5 - 104 vé Trung
tam Diéu do Mien (A1)
- Kiém tra két nbi giao thirc tir Gateway dén hé thong SCADA tai Trung tam Diéu do Mién Béc
(A1) (dinh kém bién ban kiém tra)
- Kiém tra cac tin hiéu SDI, DDI:
+ Gia 14p tin hiéu twong tng v6i danh sach dit lieu SCADA da duoc théng nhét tai Gateway;
+ Kiém tra, so sénh tin hiéu tai hé théng SCADA ciia A0 va cdc tin hiéu da gia lap.
5 - Kiém tra cac gia tri do luong Al Goi 1
+ Gia 1ap ian luot 05 gia tri bao gdm 01 gid tri nho nhét, 03 gia tri ngau nhién, 01 gia tri 16n nhét
d6i v6i timg tin hiéu do luong Al tai hé théng Gateway;
+ Kiém tra, so sanh tin hiéu tai h¢ thng SCADA ciia A0 va cdc tin hiéu da gia lap.
- Kiém tra phan diéu khién thuc hién 1énh diéu khién qua thlet bi kiém tra:
“+ Gia lap tin hiéu diéu khién: Péng hodc m¢ d6i voi may cit, dao cach ly.tang hodc giam nac
phan dp may bién 4p, Gié tri dit cong suét (MW/MVAr) va dién dp dau cue (kV) dbi véi td may
phat dién tai Gateway, va xac nhan tai h¢ thong SCADA ctia A0 da nhén ding va du cac tin hi¢u
B diéu khién.
5 Kiém tra, hiéu chuén tai nha may (Kiém tra va phan tich cac ham ban tin IEC60870-5-101/104, He 1
cdc lénh kiém tra kiéu truy van...) e thong
7 | Thay thé hé théng ngudn nap, man hinh giam sat, acquy va ciu hinh hé théng Goi 1
8 | Thirnghiém hé thdng ghi &m Hotline A0, Al Goi 1
9 | Dao tao chuyén giao cong ngh¢ Goi 1




Phu luc so 02: Mo ta vé yéu chu ky thuit
(Dinh kém céng viin sé6: §3/7 INDCP-KHPTVT ngay 44 4 /2024)

1. Tong quan

1.1. Gi6i thiéu chung vé nha may

Nha méy Nhiét dién CAm Phé thudc phuong Ca4m Thinh, thanh phd Cam Pha,
tinh Quang Ninh, duoc thuc hién dau tw, quan 1y, van hanh béi Cong ty Nhiét dién
C4m Pha - TKV - Chi nhanh Tdng cong ty Dién luc TKV - CTCP (goi tit 1a Cong ty
Nhiét dién Cdm Pha - TKV) gdm 2 td médy. CAu hinh m&i t6 may gdm 2 16 hoi va 1 tua
bin hoi-may phét dién, sir dung than noi dia cép tir khu vuc ving mé Cam Pha.

Té méy sé 1 duge khoi cong xdy dung ngay 15/4/2006 va chinh thire phat dién
thwong mai tir ngay 10/8/2010. Té6 may sd 2 dugc khdi céng xdy dung ngay
28/12/2007 va phat dién thuong mai ngay 15/5/2011.

San lugng dién san xuét cia nha may ké tir khi di vao hoat dong dén nay la
khoang 1.911.000 MW.h.

1.2. Hé théng scada NMND Cim Pha

1.2.1. M6 ta hé thong giam sat thu thap s6 liéu SCADA

a. Hé thong kénh truyén Scada va hotline.

Theo thiét ké k¥ thuat, NMND Cim Pha dugc trang bi hé théng didu khién may
tinh. Viéc diéu khién va gidm sat thu thap sb liéu tir xa SCADA NMND Cém Pha
duoc thuc hién tir cic Trung tam diéu do theo giao thirc truyén tin IEC 60870-5-101
qua 01 kénh E1 dung chung cho SCADA/Hotline A0, Al.

Nha may nhiét dién Cim Pha EVN TELECOM/VT1

Mang
truyén dan
quang cua
Viettel

CDF+TB

HIT 7080
ADM

| PCM30 |

Gateway

3|

TTED A0 TTED A1

Hinh 1. So dd két kénh truyén SCADA va hotline hién hitu

b. Hé théng SCADA tai NMND Cim Pha
‘ Véqce‘iu tric chqu, hé phéng SCADA tai NMND CAm Pha tuédn 1‘1161 theo cac yéu
cau cy thé ciia EVN vé truyen dt li€u tir nha may dén Trung tdm diéu do HE thong
dién Quoc gia (A0) va Trung tdm dicu d6 HE thong dién mién Béac (Al), md hinh cu
thé nhw sau:
o




A0 — SCADA/EMS A1 - SCADA/EMS

1l 11

TELECOM NETWORK

f

TELECOM DEVICE
(MODEM)

f

GATEWAY

il

DCS SYSTEM

Hinh 2. So db hé thng SCADA NMNPD Cam Pha
- Tai NMND Céam Pha, st dung hé théng DCS cua Emerson.

- Hé thong Gateway 1a 02 bo Server dugc cai trén méy tinh gidm sét trén, 01 bd
gui dir liu di A0 va 01 bd gui dir liéu di Al

Modem AQ g
po Tin higéu SCADA B Server Tin hiéu SCADA Tin higu SCADA
\ ? s » -
‘ K "] Gateway AQ " MIL © AD
DCS e
Tin higu SCADA Server / Tin higu SCADA | Tin higu SCADA !
| Gateway A1 > TD23 » A1
o Modem A1  SONR————

Hinh 3. So db két ndi truyén thong SCADA tai NMND Cam Pha
- Dit liéu dugc 1ay tir cac DCS qua giao thirc OPC.

- Hién tai, 02 by may tinh server/gateway hién hitu cling can dugc thay thé
do dang ding hé diéu hanh Windows XP dd cii, lac hdu, cin nang cip hé
didu hanh (méy tinh) méi. Giao thirc IEC-60870-5-104 ciing khéng cai dat duoc trén
02 mdy tinh server nay. Ddi voi kénh di A0, nha may da cai tao trang bi thém 01 bo
iGrid RTU phia sau Server A0 dé truyén dén Modem.

- Viéc ning cép 02 mdy tinh server gateway va phan mém DCS di kém da c6

ké hoach va dugc thuc hién trong mét du an néng cap hé théng DCS va khéng thude
pham vi cdng viéc cua du 4n nang cAp giao thirc két n6i diéu do IEC 60870-5-104 nay.

- Ve ciu tric chung, hé thong SCADA tai NMND Cam Pha luén tuan thu theo
céc yéu cau cu thé ctia EVN vé truyén dit liéu tir nha may dén Trung tam didu do He
théng dién Qudc gia (A0) va Trung tim diéu d6 Hé thong dién mién Bic (Al).

- Tuy nhién chuin truyen tin hi¢u SCADA hién tai NMND Cam Pha la chuan
[EC60870-5-101, day la chuin két néi truyen thong da ci. EVN trong 19 trinh dang
chuyén ddi sang chuan [EC60870-5-104 (chuin Ethernet).

1.2.2. Thong s6 k§ thuit hé thong hién hiru va hién trang (xem bang sau).
A
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Baang thong s6 k§ thuit hé thong/thiét bi hién hiru va hién trang

Stt -

Tén thiét bi

Tén thiét bi, théng sé ki thuit

Pvt

S.lg

Ghi chu

Hién trang

Thiét bi ghép kénh
PCM-30

- Tiéu chuan: ITU-T, ETSI

- Céu hinh: Drop/Insert

- Giao tlep phia duong truyen El

- Giao tlep phia dau cudi: >60 cong
- Cép ngudn: DC-48V

- Bao gom ca bang d4u day: DDF

- Lap dat thiét bi trén td ETSI 19”

01

- Thiét bi duoc trang bi nam 2009 dén
nay cac card truyén thong khong con san
xudt trén thi truong cac slot va chin cdm
card tiép xuc kém din dén thiét bi
thuong gay treo, gian doan tin hiéu hoat
dong khong 6n dinh.

Modem TD23-HV

- Bién 4p hoat dong: 0-30VAC/10-
60VDC

- Dong dinh mure: 125 mA; 12
VDC.

- Chuén giao tiép:

RS-422/485 1 x 300 bit/s to 1200
bit/s

RS-232 1 x 300 bit/s to 1200 bit/s

- Hang san xuit: Westermo/Sweden

Modem Telenetics

- Ngudn cip DC-48V
- Hang san xuét: Telenetics/M¥

02

01

- Lap dat tai
NDCP va Al)

- Phuc vu truyén
tin hiéu SCADA
gitta TBA-220kV
NP Cam Pha va
Al;

Thiét bi duoc lép dat tor nam 2010 sir
dung chuin két nbi truyén thong theo
giao thirc IEC 60870-5-101 tn tai mot sb
han ché (Hé thdng sir dung cic thiét bi
Giao dién 4W theo chuén ITU-T Rec.
G.712., PCM, STM1,4..) trong qua trinh
van hanh, su c¢b céac thiét bi nhu Modem,
PCM, nguén DC thudng xuyén xay ra,
thoi gian xur 1y kéo dai.

Viéc két ndi cua giao thirc IEC101 déi voi
cac thiét bi kha phirc tap do dinh nghia
lop vt ly (physical layer) cta giao thirc
qua két ndi RS232 thuong khéng dong
nhit, din dén phat sinh bit 16i trong céc
ban tin truyén, lam cho tin hiéu truyén
thong khong on dinh).

- Truyén tin hiéu
SCADA gitta
TBA 220kV Nb
Cam Pha va A0.

| PCM, nguon DC thuong xuyén xay ra,

Thiét bi duoc lip dat tir nam 2010 sur
dung chuin két ndi truyén théng theo
giao thirc IEC 60870-5-101 t6n tai mot sb
han ché Hé théng su dung cac thiét bi
giao dién 4W theo chuin ITU-T Rec.
G.712., PCM, STM1.4..) trong qua trinh
van hanh su cb cac thiét bi nhu Modem,

Ao



Stt

Tén thiét bi

Tén thiét bi, thong s6 ky thuat

Dvt

Ghi chu

Hién trang

thoi gian xur 1y kéo dai.

Viéc két ndi cua giao thire IEC101 déi voi
cac thiét bi kha phirc tap do dinh nghia
16p vat ly (physical layer) ctua giao thirc
qua két ndi RS232 thuong khéng déng
nhat, dn dén phat sinh bit 15i trong cac
ban tin truyén, lam cho tin hiéu truyén
thong khong 6n dinh).

Meoedem 1Grid T&D

- Ngudn cép: DC-48V
- Hang san xuét: Spain

01

- Phuc vu truyén
tin hiéu SCADA
gitta TBA 220kV
ND Cim Pha va
AO.

Thiét bi duoc lép dat tor nam 2010 st
dung chuin két ndi truyén théng theo
giao thirc IEC 60870-5-101 tn tai mot sb
han ché (Hé théng su dung céc thiét bi
Giao dién 4W theo chuin ITU-T Rec.
G.712., PCM, STM1.,4..) trong qua trinh
van hanh, su c¢b cac thiét bi nhu Modem,
PCM, nguén DC thuong xuyén xay ra,
thoi gian xir 1y kéo dai.

Viée két ndi cua giao thirc IEC101 dbi voi
céc thiét bi kha phuc tap do dinh nghia
16p vat ly (physical layer) cta giao thire
qua két ndi RS232 thudmg khong dong
nhét, din dén phét sinh bit 15i trong céc
ban tin truyén, lam cho tin hiéu truyén
thong khong 6n dinh).

Pién  thoai
théng (hotline)

truc

- Tiéu chuén: ITU-T, TCN
- K&t noi: 2W/PCM-30; PLC
- Phuong thirc: Truc thong, an phim

Phén mém

Proscada

Cai

02

Str dung cac card truyén thong trang bi
nam 2010 dén nay céc phlen dau nbi day,
chan card bi oxy héa tiép xic kém
thudng xuyén mét lién lac. Theo chuin
IEC-104 da thay bang cac dién thoai
Void qua giao thirc mang.

Giao thic [EC 60870-5-101 ‘
st dung glao dién \’24 truyén

| thong tin noi tiép véi toe do 9600

02

Phan mém chi cai dat duge trén hé diéu
hanh Windows XP da khong con dugc
Microsoft hd trg. (cac hé diéu hanh hién

Ar




Stt Tér thiét bi Tén thiét bi, thong s6 ky thuit | Dvt S.lg Ghi cha Hién trang
bps. nay Win 10, 11 khong cai dét duoc phan
I LT | mém).
7 Bd nguon SMPS | - Bién doi dién ap 220VAC/48VDC B5 08 Vén hanh tir ndm 2010 dén nay chua dugc
_______ ' 2000H - SMPS 2000H) : thay thé.
Bo diéu khién giam e e £
2 sat thong sb nap | - Ma CU2000H Bo 0 :lfle_;n ltl}z:gh tir ndm 2010 dén nay chua duoc
CU2000H y He.
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2. Céc yéu chu vé van hanh, ky thuit cin dip ing:

- Pau tu cai tao nang cap hé thong scada NMND Cém Pha thong qua viéc dau
tw thiét bi tach riéng kénh truyén doc lap vé mit vat 1y la can thlet dé tang tinh du
phong, dam bao hé¢ théng hoat dong an toan, dép ng céc yéu cau k¥ thuét cua hé
thdng ludi dién Quéc gia, dam bao cac thiét bi van hanh tin cay va on dinh.

- Hé théng van hanh tu dong, gidm sat va diéu khién dugc trén DCS.

- Thiét bi/hé théng dau tu phai co thiét ké va kich thudc phu hop voi khong
gian lap dit hién c6, dam bao tich hop va dong b véi cac hé théng/thiét bi khac trong
day chuyén céng nghé clia nha may.

- Thiét bi cung chp cho du 4n phai moi 100% chua qua sir dung va co day du
céc tai lidu k§ thuat di kém thiét bi cia nha san XUt.

- Péy la thiét bi/hé théng céng nghé anh huong true tiép dén hiéu sudt cua to
maéy vi vy uu tién lua chon cac hing san xuét thiét bi c6 uy tin dugc sir dung rong rai
trén thi truong.

3. Giai phap k¥ thuat

3.1. Phwong 4n chuyén dbi kénh truyén

Cén ctr hudng dan tai van ban sb 432/bDQG-CN ngay 20/3/2017 vé viée
huong dan va quy dinh vé viéc théa thuén két ndi hé théng vién thong van hanh h¢
théng dién. Nhim dam bao cac yéu cdu k¥ thuét theo huéng dan, so d6 dé xudt sir
dung nhu sau:

!
{ i
i
» g &
; FE
sy Converter E1/FE e
"""" L
e [onu) Viettel Network .
\w.
‘ LEt = N N i
i s | ey, ¥ T e e
catarts Comvedar EAFE \
F-, b, FE \
S5 (&:; i \
& R = P ~
wewese \ 8 Ty
NHA MAY NHIET PIEN CAM PHA A R

P
L §i !-:

39 »:3’.“:"5‘ i &;

ik —
Firewall A1

LugAM,MMTWA,A_ J

Hinh 4. Mb hinh két néi kénh truyén tir NMND Cam Pha vé A0, Al
3.2. Thuyét minh mé hinh:
- Viéc két nbi thong tin tr NMND Cam Pha vé A0 & Al s& st dung lai 02

luéng E1 doc 1ap hién dang cp kénh SCADA/hotline 101 tor NMND Cam Pha ve
Trung tam diéu do hé thong dién quoc gia va Trung tam diéu d¢ hé théng dién midn

Bic. ; AL
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- Lap dat bd sung céc thiét bi converter E1/FE tai NMND Cam Pha va phong
mdy ctiia EVNICT tai 11 Ctra Bic va 18 Tran Nguyén Han dé chuyén ddi tir giao dién
El sang giao dién Ethernet.

- Thiét bi mang tai NMND CAm Pha: Router, Switch, Firewall dugc cdu hinh
dam bao yéu cau truyén tin hiéu va du phong khi c6 gidn doan hodc thao téc trén 1
kénh truyén khong lam anh huong dén dich vu SCADA/ Hotline ciia A0, Al. Trudng
hop c6 gian doan trén kénh truyén Cam Pha-Al, dich vu SCADA/ Hotline s& dugc
dinh tuyén trén kénh du phong theo huéng Cam Pha-A0-Al. Tuong tu ddi véi kénh
cua AQ.

a. Tai NMND Cim Pha

- Lap méi 02 thiét bi converter E1/FE.

- Lép m&i 02 thiét bi Router, 02 thiét bi firewall, 02 switch két ndi vé mang IP
A0, Al.

- Céc thiét bi nay dugc lap dat trong 01 ti Rack méi tai phong thiét bi thong tin
—tram 220kV ctia nha may.

- Lap m&i 04 dién thoai IP Phone HFA(02 dién thoai danh cho A0 va 02 dién
thoai danh cho Al).

- P4u nbi cap mang giira cac thiét bi Router, Firewall, Switch, Gateway, IP
Phone.

- Péu ndi cap quang giita cc thiét bi chuyén déi quang dién.

- Déu nbi cap mang giita cac thiét bi Router, Firewall, Switch, Gateway...

b. Tai phong may ciia EVNICT - 18 Tran Nguyén Hiin

- C6 s&n vi tri dé 1p thiét bi; C6 ngudn 48VDC dé sir dung.

- P ¢6 kénh truyén din cia EVN.

- Lap dat 01 converter E1/FE, déu ndi ngudn, cap ludbng E1 dén truyén din
SDH, cap mang CAT6 dén mang IP A0,

c. Tai phong may ciia EVNICT - 11 Cira Bic

- C6 sén vi tri dé 1ap thiét bj; C6 ngudn 48VDC dé sir dung.

- D4 ¢6 kénh truyén dan ciia EVN.

- Lap dat 01 converter EI/FE, ddu ndi nguon, cap lubng E1 dén truyén din
SDDH, cap mang CAT6 dén mang [P AOQ.

d. Giai phap hotline IP NMND Cim Pha véi A0, Al

Hotline IP AQ:

- Lap dat 02 may dién thoai I[P Phone HF A tai ban truc ca phong diéu khién nha
mdy, ddu ndi cap mang tir méay dién thoai IP Phone HFA dén Switch.

- Khai bao dia chi IP cho may dién thoai IP Phone HFA theo dia chi IP A0 crfip.
- Khai bao cac thong tin HFA trén may dién thoai két nbi voi tong dai IP A0.

- Cai dat s6 Hotline dich trén may dién thoai IP Phone HFA khi nhic may.
Hotline IP Al:

- Lap dat 02 may dién thoai IP Phone HFA tai ban tryc ca phong d diéu khién nha
may, ddu nbi cap mang tir mdy dién thoai IP Phone HFA dén Switch.

- Khai béo dia chi IP cho may dién thoai IP SIP Phone theo dia chi IP Al cép.
- Khai béo cac thong tin HFA trén may dién thoai két ndi voi tong dai IP Al.

%
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- Cai dat sb Hotline dich trén may dién thoai IP Phone HFA khi nhac may.

- Do khoang céach tir phong didu khién trung tam dén tu thong tin tai tram
220kV la rat xa, do d6 dé k,ét noi géc thiét bi 1P Phonq Hotline céan su dung thém bd
chuyén d6i quang dién va két ndi bang cap quang. So do két ndi nhu trong hinh v& bén
dudi.

PHONG DIEU KHIEN TRUNG TAM

m——
ey D X

CAP QUANG
|

HOTLINE AD_MAIN CONVERTER O/E CONVERTER O/E

TU THONG TIN TRAM 220kY

C?Da’ej i

HOTLINE A0_BACKUP

HOTLINE A1_MAIN (e

o)

HOTLINE A1_BACKUP

[

0¥ HOLIMS

LY HOLIMS

C LT

Hinh 5. M6 hinh két ndi Hotline.

3.3. Yéu cau ddi v6i kénh FE truyén sb liéu SCADA va Hotline

- Phai la kénh vat ly ri€ng, trong méi truong truyén dén doc l4p vdi cac hé
théng thoéng tin cong cong khac (Yéu cau vé tinh bao mat, an ninh ctia hé thong, chéng
kha ning dot nhap bat hop phap vao hé thdng diéu khién cta nha may va cia Trung
tam diéu do).

- Chuén giao thirc két ndi TCP/IP.

- Thoa man céc tdc do truyén sé liéu lién tuc nx64kb/s.

- D6 tré thoi gian chuyén phat va nhdn goi tin trong gidi han cho phép
(<125mms).

3.4. Yéu cau vé an ninh bao mit

- Pé dam bao an ninh bao mat chéng su thAm nhap tir bén ngoai vao hé thong
diéu khién nha may va céc nguy co mit an toan mang, hé thong dugc thiét ké trang bj
cac thiét bi tuong lira c6 chirc nang thiét 1ap cac chinh sach kiém soat, phan loai, chi
cho phép giao thirc IEC 60870-5-104 truyén qua va ngin chin cic goi tin/giao thirc
khéac khong dugc phép di qua.

- Firewall dat gitta Gateway IEC 104 va thiét bi két ndi kénh truyén.

- Trang bi 02 Firewall dé dam bao tinh chét doc lap vé mat kénh truyén két nbi
v6i Diéu d6 Quéc gia va Diéu do Mién.

- Hé théng kénh truyén tir nha may két néi vé Trung tam diéu do hé thong dién
qude gia va Trung tdm diéu d6 hé théng dién mién Trung thong qua hé théng An ninh
bao mét sin c6 clia Trung tam diéu do.

4. Lira chon théng sé thiét bi va chiing loai thiét bi
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4.1 Yéu ciu ky thuét thiét bi
a. Thiét bi converter E1/FE

- Thiét bi converter E1/FE duge sir dung dé chuyén doi kénh thué riéng toc do
2Mbit/s (con goi la ludbng E1 hodc kénh tring) sang giao thirc Ethernet phu hop véi
phuong thire két ndi vao hé thong SCADA/EMS theo giao thirc IEC60870-5-104

- Chuén giao thtrc két néi TCP/IP, giao dién Ethernet theo chuén IEEE 802.3.

- Thoa man céc toc do truyén sb liéu lién tuc tdi thiéu 64kb/s.

- Pam bao do tré cac gdi tin trong gidi han cho phép.

- Tiéu chudn chung:

+ Theo tiéu chu\én chung cta Chéu Au: Tbe do céng vao: 2.048Mbit/s, ITU-T
G.703; Ma duong truyén: HDB3

+ Giao dién ddu ndi 2Mbit/s: 120Q can bing

+ Cong FE 10/100 Mbps, TCP-IP; Giao dién RJ45

- Nguén cung cip

+ Ngudn cung cép danh dinh (-48VDC), cuc (+) du dét

+ Cong sudt tiéu thy < 50W

+ Dai dién ap lam viéc: 40VDC dén 65VDC

+ Piéu kién méi trudng: Theo TCN 68-149: 1995

- Yéu cAu cu thé mdi thiét bi:

+ 86 cbng E1: > 04 cdng

+ 86 cong FE: > 04 cong

b. Thiét bi Router

Lua chon thiét bi dé déap tng céc yéu cau ky thuat nhu sau:

- Chuén két ndi Ethernet.

- Giao dién ddu ndi RJ45.

- Hd tro giao thuc dinh tuyén dong ospf, dinh tuyén tinh, hd trg giao thirc
GLBP/VRRP/HSRP, ACL, Policy Base Routing, ipv4, ipv0, ....

- Memory: 4GB

- Ngudn cung cap: 100 ~ 240 VAC (50/60Hz).

- -Co thé dinh tuyén doc 1ap cac cbng di mdi hudng riéng ré vé hai trung tam

dieu do A0, Al.

- S6 cbng GE: > 03 cong doc lap.

c. Thiét bi Firewall

Lua chon thiét bi dé dap tng cac yéu cau k¥ thuat nhu sau:

- Thiét bi twong lira hd trg loc, kiém soat giao thirc IEC 60870-5-104.

" - Thiét bi hd trg céc cong Ethernet phuc vu thiét 1ap 01 Cong vao (in) va 01

cong ra (out).

- Hd trg VLAN, Dual WAN.

- File céu hinh thiét bi dugc ma héa dam bao an toan, ngan ngira truy cap trai
phép.

- Thiét bi hoat dong dép Gng cac tiéu chuin cong nghi¢p: IEC 62443/NERC
CIP,

A
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d. Thiét bj Switch

Lura chon thiét bi dé dap timg cac yéu cau k¥ thuét nhu sau:

- The d6 10/100/1000 Mbps.

- H0 trg VLAN.

- Nguén AC 120/230 V (50/60 Hz).

e. Thiét bi dién thoai Hotline

Lua chon mdy dién thoai IP, can dép ting céc yéu cdu sau:

- Dién thoai IP chuan giao thirc HFA.

- C6 2 tai khoan HFA (1 tai khoan hoat dong, 1 tai khoan du phong néng).

- Co6 tinh ndng hotline.

4.2. Yéu cAu chung ddi véi hé théng SCADA tai Nha may dién

- H¢ théng SCADA tai cac TBA/NMD phai dép tng céc yéu cau vé trao doi dir
liu voi hé thong SCADA/EMS tai A0 va Al mdt cach chinh xéc, tin cdy, va lién tuc.

Téc dd truyén tin phai hoan toan dép Umg céc yéu cdu vé téc do ciia hé thong
SCADA/EMS hién hiru tai A0 va Al.

-Thii tuc truyén tin theo chudn truyén tin IEC60870-5-104 doi véi hé thong
SCADA/EMS tai A0 va Al (cong giao dién FE).

- Kénh truyén sd liéu SCADA phai hoan toan ddp ung cac yéu céu vé kénh
truyén sé lidu SCADA duge qui dinh trong Piéu 8 ctia “Quy dinh xay dung va quan ly
van hanh thiét bi SCADA ctia tram bién ap va nha may dién”.

-TBA/NMD phai dugc trang bi hé thong diéu khién phan tan (DCS) c6 toi
thiéu 02 (hai) cong dé két nbi truc tiép voi hé théng SCADA/EMS tai A0 va Al.

- Hé théng SCADA tai TBA/NMD phéai hoan toan tuong thich voi ban
Interoperability protocol check list va ¢6 thé thay ddi khi c¢6 yéu cau tir phia AQ va Al
(tuan theo thu tuc t1uyen tin IEC 60870-5-104).

4.3. Yéu ciu ky thuit ciia thiét bi Gateway tai TBA/NMD
a. Yéu céu chung

Thoi gian déap Gmg cua tin hiéu:

- Bbi véi tin hiéu SDI, DDI: 10ms;

- Pbi v6i gia tri TM: 2s;

- Sai s6 do luong < 1% trén toan dai do;

- Do tré cua tin hiéu SDI, DDI, TM khong vugt qué 4s;

- Céc thay dbi trang thai déu phai dugc truyén kém theo nhan thoi gian, loai day
di nim-thang-ngay gio-phut-gidy-miligidy, phan 4nh chinh xdc thoi gian dién ra sy
thay ddi trang thai;

- B9 nh¢ co s6 dit liéu phai dam bao duy tri dugc t6i thiéu 30 ngay trong didu
kién Gateway khong duge cung cép dién dé néu mét dién dudi 30 ngay. Gateway
khong can nap lai co s¢ dit liéu.

b. Yéu cau dbi voi Gateway

- Gateway la mgt thanh phén trong hé méng diéu khién tu dong TBA/NMD ;

- Trang bi day du cac phan cling va phan mém dé két ndi va trao dbi dir ligu voi
hé thong SCADA/DMS trung tdm va hé théng DCS ctia TBA/NMBD;

- Gateway phai ho trg giao thire IEC60870-5-104;
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- Cho phép céu hinh lai va thay ddi cac tham sé kénh truyén, cac thong s6 giao
thuc IEC60870-5-104; '

- Nguoi str dung dé dang thue hién khai béao lai va khai bao thém cac tin hiéu
khi cai tao hay mao rong TBA/NMD.

- S6 cong ctia Gateway theo quy dinh.

4.4. Két ndi voi hé thong SCADA ciia A0, Al

Sau khi cac cong viéc tai nha may va tai A0, Al da duoc hoan thién (Gateway
dugc cdu hinh, két ndi véi cac h¢ thong hién tai va dugc test thir nghiém thanh cong,
céc cong viée cau hinh tai may tinh chu he thong SCADA cua A0, Al cling dugc thuc
hién xong) céc bén lién quan s& tién hanh két ndi va thir nghiém test End-to-End tirng
diém, dbng thoi kiém tra muc dd chinh xdc cla tin hiéu diéu khién cong suit
(Setpoint) nhu sau:

- Bude 1: Tién hanh két ni tir hé thong SCADA cuia nha may va cua A0, Al.

- Buge 2: Tai A0, Al, kiém tra dudng truyen tin hi¢u SCADA tir Nha may xem
c6 hoat dong t6t hay khong (bién ban kiém tra vién thong gifta cac bén Chu dau tu Dy
an, Nha thau thi céng, cong ty vién thong Dién lyc va cong nghé théng tin EVNICT,
Trung tdm Diéu d6 HTD Qubc Gia A0, Trung tdm Diéu d6 HTD Mién Bic Al).

- Bu6c 3: Tai nha mdy tién hanh gia lap céc tin hiéu SCADA tai may tinh
Gateway (iControl).

- Bué6c 4: Tién hanh test point to point tir méy tmh Gateway xudng DCS ctia
nha may.

- Bu6e 5: Phdi hop voi cac Trung tm didu do A0, Al dé test end to end (co
bién ban kiém tra end to end cong trinh: NMND Cam Pha - TKV Du an chuyén déi
sang giao thirc IEC60870-5-104) gitta 3 don vi (Pon vi Quan ly Van hanh Hé thong
SCADA trung tdm (Trung tim Diéu do Hé théng dién Qudc Gia (A0) va Nha thau thi
cong voi Chu dau tu Du an.

- Buéc 6: Tién hanh két ndi v6i hé théng SCADA tai vian phong nha médy, dam
bao van hanh tdt.

- Budc 7: Bién ban xdc nhén hoan thién két ndi cac tin hiéu SCADA NMND
CAm Pha sau khi chuyén dbi sang giao thirc I[EC608104-5-104 v6i Trung tim Diéu do
HTD Quéc Gia A0; Trung tdm Diéu do dién Mién Bic Al.



